[bookmark: _zf1l9pvuk6sg]IT-OT Convergence Lesson Planning
[bookmark: _e9b7rjvwyy6s]Module 1: Introduction to IT-OT Convergence
[bookmark: _rmbgd844z0hz]Learning Objectives:
· Define Operational Technology
· Differentiate between IT and OT environments
· Identify Critical Infrastructure
· Explain a Control Loop
· Recognize OT devices
· Identify OT communication and programming interfaces
· Identify OT device attributes in IT and consumer environments
· Express basic OT risk concepts
[bookmark: _jvu3kd9bldwo]Prerequisites:
· Fundamental knowledge of Information Technologies
[bookmark: _kv1cyza15nhm]Materials & Resources:
· Slides
· HVAC Control Loop Demonstration Application
[bookmark: _s4mn65ctvrz9]Instructional Sequence:
[bookmark: _wi7intf5hejd]Slides
The first module is dedicated to developing an awareness of Operational Technologies (OT) in students who already have a basic understanding of, and exposure to, Information Technologies (IT). Students are typically aware of computing in home and office environments, but few have had any exposure to computing in an industrial setting. They are aware of 
desktops, laptops, tablets, tablets, switches, routers, and WiFi, few will be aware of things like sensors, actuators, and programmable logic controllers.

The lecture slides start off by defining OT and Critical Infrastructure. If an extended introduction to OT is desired, an instructor could choose to create some discussion that encourages students to use their imagination about what they might find in a manufacturing environment, such as an assembly line to produce something like boxes of cereal. An instructor could also visit the How It's Made Show  channel on YouTube that features content from the once popular How It's Made TV show that features numerous 5-minute long manufacturing videos.

The slides quickly transition into a visual presentation of Critical Infrastructure. One approach to using these slides is to move quickly through them pointing out why each is considered critical. Another approach is to engage the students, have them speculate on why they think each is critical. The slides include photographs for which you are granted permission to use in any way, but your students may better appreciate pictures of local sites with which they may be familiar. You could also have students point out similar local sites in each sector.

The slides ease into the goal of teaching students to be able to recognize OT devices. That is, the slides start by conceptually describing sensors and actuators before offering up an explanation of a control loop. Specifically, the goal is to show that a sensor evaluates the physical world and sends signals to a control system that makes decisions and in turn signals an actuator to do something that alters the physical world. The changes to the physical world from results of the actuator's actions are then likely detected and evaluated by a sensor, and the loop continues until some desired process is complete. An instructor who wished to turn this into a discussion could have students deconstruct the steps they take to fill a water bottle, identifying what senses and actions they undertake, in what order, and based on what inputs.
[bookmark: _6baawje27a4y]HVAC Control Loop Demonstration
The HVAC Control Loop demonstration is an application designed to run entirely in a browser, powered by JavaScript. Its logic is contained in a single HTML file, though there are supporting files. It does not collect any information and is just a demonstration. It should accompany these materials in a ZIP file. At the time of this writing, it can be also be found online at:

· https://www.its.ohio.edu/tong/iz/control-loop/index.html

If students are equipped with computers, they too could load the application and interact with its controls. As the instructor, you will want to become familiar with how the application works before you give a demonstration.

To use the application, load the web page. Hide the header if you need more screen space. Use the browser's zoom features to enlarge or shrink the page to better fit your display if needed. The application was designed to cater to 1080p displays as you might find supported by a classroom projector.

The idea here is that there is a Building Automation System (BAS) that has control over the heating and air conditioning. During the day the environment warms the building. During the night the environment cools the building. When the thermostat (sensor) detects the interior temperature has reached the "Low" point, an actuator turns on the heater. When the thermostat  detects the temperature has reached the "High" point, an actuator turns on the air conditioning.

Press the "Play" button to start the simulation. As time progresses, observe the operation of the system. Watch the system cycle between heating, cooling, and being idle. You can increase the speed of the simulation to match your presentation's needs. This is an opportunity to relate parts of this system to sensors and actuators as well as reinforce the control loop concepts.

You can pivot to showing the effects of malicious behavior. You can use the application's interface to fool the thermostat by holding a match, or an ice cube, in proximity to the sensor. Both will deceive the system into thinking the temperature is different from what it really is and the control loop will react. The history will show two different lines, one for what the sensor is indicating and another for the actual building temperature. Discontinue the deception and the system will slowly return to normal. Another opportunity for showing malicious activity is to use the interface to change the "Low" and "High" temperatures. If you set the "Low" to be higher than the "High" point you can get the system to activate both the heater and the air conditioner.
[bookmark: _kn4mxjl8kpmo]Slides (Continued)
The goal of the next few slides is to show various computing devices common to OT environments and describe their typical roles. If the instructor has any of these devices for the students to handle and examine, then that will better bring those devices to life for the students. An important part of these slides is to show networking interfaces on these devices and then discuss how IT environmental concepts such as Ethernet, IP, and so forth are used to connect devices and extend the control of industrial systems beyond manufacturing environments such that a factory engineer might be able to control parts of the process from home, or perhaps using their phone. (This is IT co-mingling with OT.)

Slides that follow the devices discuss different categories of OT systems and where they might be found. An instructor may be able to point out some of these systems found around campus, such as a building that grants access via identification cards, elevators, and so forth. If the instructor has any direct experiences with any of these environments then they should consider relating their experiences and stories with the students.

There is a slide related to communication protocols. These details may not be relevant to all programs of study, but an instructor may decide to point out that the historical methods of communication for OT devices have not included authentication, authorization, or encryption. Collectively, those missing features are potential vulnerabilities in these systems.

The next slides deal with how programmable logic controllers (PLCs) can be programmed. An instructor should tailor the depth of their coverage of this topic to the audience. Programs of study that involve programming instruction may desire a closer look than programs of study that do not. Of the languages illustrated, Ladder Logic is likely the most awkward to interpret, but the goal here is not to teach programming, but to show the technologies involved.

The slide deck includes a slide that attempts to show that concepts from OT environments and devices (sensors and actuators) are finding their way into home and office environments. (This is OT co-mingling with IT.)

The slides conclude with a description of Digital Twins and how they are used. This is an opportunity to illustrate how the costs of OT systems mean it is not always possible to have certain IT luxuries, such as separate development, test, and production systems. It is prohibitively expensive to have a second factory just to use for testing, for instance. Digital twins allow for those expensive systems to be simulated, potentially integrated with physical systems when those physical components need to be evaluated.
[bookmark: _mot0mxc9cbli]Assessment Options:
· Quiz
· HVAC Control Loop Written Reflection
[bookmark: _jv3e7wi2flij]Quiz:
Question 1: Which of the following equipment best describes Operational Technology?
· Desktop Computer
· Robotic Arm
· Smart Television
· Informational Kiosk

Question 2: Which of the following does not represent critical infrastructure?
· Local Cat Shelter
· Court House
· Wastewater Treatment Plant
· Hotel

Question 3: Which of the following is MOST likely to be considered critical infrastructure?

· Child's Lemonade Stand
· Oil Refinery
· Barbershop
· Community Bulletin Board

Question 4: In an industrial control loop, which component is responsible for taking a physical action based on instructions received?

· Sensor
· PLC
· Actuator
· HMI

Question 5: In a control loop, what is the correct order of operations?

· PLC to Sensor to Physical World to Actuator
· Sensor to Actuator to PLC to Physical World
· Physical World to Actuator to PLC to Sensor
· Sensor to PLC to Actuator to Physical World

Question 6: Which of the following is designed to monitor and control equipment at a single local site, executing pre-programmed logic in real time?

· Supervisory Control and Data Acquisition (SCADA)
· Remote Terminal Unit (RTU)
· Human Machine Interface (HMI)
· Programmable Logic Controller (PLC)

Question 7: An operator uses a touchscreen panel on the factory floor to view process status and make adjustments. This is an example of which component?

· Human Machine Interface (HMI)
· Remote Terminal Unit (RTU)
· Supervisory Control and Data Acquisition (SCADA)
· Programmable Logic Controller (PLC)

Question 8: Which of the following is BEST described as a system that collects data from multiple remote sites and presents it to operators for monitoring and control?

· Programmable Logic Controller (PLC)
· Remote Terminal Unit (RTU)
· Supervisory Control and Data Acquisition (SCADA)
· Human Machine Interface (HMI)

Question 9: A chemical plant uses a centralized system to monitor and control all processes within its single facility in real time. This is BEST described as a:

· SCADA system
· Distributed Control System (DCS)
· Building Automation System (BAS)
· Remote Terminal Unit (RTU)

Question 10: An engineer discovers that a 1990s-era Fieldbus device is still actively communicating on an industrial network with no encryption or authentication. Which of the following BEST explains this situation?

· The device has been patched to remove security features
· OT devices are costly and long-lived, and these protocols were never designed with security in mind
· Fieldbus was designed for IT networks where security was handled elsewhere
· Authentication is optional in Fieldbus but typically enabled by default

